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INTRODUCTION

    In recent years, broadcasting and information society services      (IS services) have been making ever-increasing use of conditional access devices. This trend is expected to gather pace as the market for these services develops. The conditional access device (CA) provides the user with a technical facility which allows him to determine who has access to electronically-distributed services and under which conditions. In order to improve the legal situation of providers of broadcasting and IS services, the European Commission has recently drafted and adopted a Directive on the legal protection of services based on, or consisting of, conditional access (CAD)This Directive introduces a common standard of legal protection for conditional access devices. However, it focuses exclusively on conditional access devices that serve the remuneration interest of service providers and makes no provision for CA devices that serve other interests.

  The traditional role of conditional access is to ensure that viewers see only those programs that they have paid to view. In the digital environment, conditional access has evolved far beyond this role.
Today’s conditional access systems still support traditional pay TV revenue generation. In addition they enable TV operators to create and protect a unique gateway to the enhanced TV experience — a world of interactive services, including home shopping, games, sports, interactive advertising, and pay-perview programming.
  Using today’s conditional access systems, you can target programming, advertisements, and promotions to subscribers by geographic area, by market segment, or according to subscribers’ personal preferences.You can take advantage of conditional access features to implement flexible program packaging options and support new ways of generating revenue.
What is CAS?

 Conditional Access System (CAS) is defined as any technical measure and/or arrangement whereby access to the protected service in an intelligible form is made conditional upon prior individual authorization.

  The definition of conditional access indicates the two key features of CA – the possibility:
- to exercise control over the access to a service or content which is transmitted electronically
- to control the conditions under which access is granted.

  The main conditional access techniques which are currently supported are:
- password devices
- encryption devices.
   Evaluating and filtering devices are also increasingly used in the Internet domain, mainly to prevent undesirable material from being delivered to minors, but also for other applications, such as the secure delivery of professional documents. « Push technologies» in the Internet domain could possibly also be assimilated into access control since, on the basis of this technology, content or material is sent only to selected receivers. In the longer term, devices based on biometrics will also be increasingly used to implement conditional access, particularly within the framework of banking services or any other activity which involves authentication of users, certification of parties and integrity of data.

FUNDAMENTALS  OF  CAS

  A conditional access system comprises a combination of scrambling  and  encryption to prevent  unauthorized  reception. Encryption is the process of protecting the secret keys that are transmitted with a scrambled signal to enable the descrambler to work. The scrambler key, called the control word must, of course, be sent to the receiver in encrypted form as an entitlement control message (ECM). The CA subsystem in the receiver will decrypt the control word only when authorised to do so; that authority is sent to the receiver in the form of an entitlement management message (EMM). This layered approach is fundamental to all proprietry CA systems in use today.
The system block schematic is shown below: 

The control word is changed at intervals of 10 seconds, typically. The ECM, sometimes called the multi-session key, is changed at perhaps monthly intervals to avoid hackers gaining ground.
INTEROPERABILITY FOR CONDITIONAL

ACCESS

 Currently, downloading interoperable applications into Set Top Boxes (STBs) is receiving a lot of attention. Interoperability is

achieved by choosing a widely accepted language like Java

byte code, which can run on increasingly powerful

microprocessors now used in STBs. The mechanism that

implements application interoperability can be exploited to

achieve CA-STB interoperability. This will now be

discussed using two different approaches.

 The first approach focuses on the communication between

an STB application and the CA security module (smart

card or PC card), inserted into the STB. The STB software

that implements this communication is made down loadable. The standardized MultiCrypt approaches cover basic CA interoperability (i.e. controlling access to scrambled services). However, many STB applications  need to consult the security module (for example to determine the entitlements that the user has bought), and this type of functionality is hardly covered by the existing  MultiCrypt modules. Interoperability between STB

applications  and (standard) security modules can be

achieved by defining an API (Application Programming

Interface) that provides low-level access to the security

module. The interoperable CA sub-system (CASS)

software that implements access to the security module via

the API can then be downloaded and could be part of the

application. This approach to application-CA interoperability

is shown in Figure 2.
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The second approach concerns the entire CASS of an STB.

The CASS uses the basic STB functions shown in Fig.1

(filtering ECMs and EMMs, accessing the CA security

module, writing control words to the descrambler, etc.).

The software that implements the CASS is interoperable

and made downloadable. This approach extends the idea of

MultiCrypt to all CA software in the STB, so that highly

standardized security modules are no longer needed. The

basic STB functions needed by the CA system are made

accessible to the downloaded CA software through APIs.

This approach to STB-CA interoperability is shown in

Figure 3.
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CA-STB interoperability through downloading interoperable

software provides considerable advantages when

used in addition to (or instead of) the existing methods for

achieving interoperability.

The existing SimulCrypt approach requires that service

providers agree to use each other’s STBs. Software

downloading on the other hand is a form of MultiCrypt,

and allows service providers to operate independently of

each other.

Simulcrypt  allows  two CA systems to work side by side, transmitting separate entitlement messages to two separate types of STU, with different CA systems. It also gives the multiplex provider the opportunity to increase his viewer base by cooperating with other multiplex operators. Technical simulcrypt is the same thing but within a single multiplex, thus giving the multiplex operator some leverage with the CA suppliers.
The simulcrypt system is shown diagramatically below. Note that it requires cooperation between CA suppliers - something which does not come naturally!

[image: image3.png]Decoder A

— 1 Sscramble .| » AN

I
Mux
Random no.
generator

- | DecoderB

(CAY)

ECM X - ECM Y -

Fundamentals of Simulcrypt
MsK X —m—] MsK ¥ — ] vp





If a viewer wishes to receive services from different providers who do not simulcrypt each other's ECMs, the only option is to acquire separate decryption for each CA system. The Common Interface enables a multicrypt environment, allowing an additional CA system to be added as a module. 
   The existing MultiCrypt   approaches  require all parties to

agree on  the details of the CA system that  show up  in  the

interface   between the STB and the CA security module.

This is not required if interoperable and downloaded

software accesses the security module via a low level API,

so that interoperability can be achieved with a high level of

functionality and flexibility.

  Existing proprietary CA systems can be made interoperable

by using software downloading. The only requirements are

that the security module be of a standard type (as far as the

low-level communication with the STB is concerned) and

that a common scrambling algorithm be used if the

descrambler is in the STB (like the existing Common

Scrambling algorithm of DVB).

  Current existing CA technologies consist basically of software or data, codes, keys etc. designed to make the access to content or a service conditional upon prior authorisation. Producers of CA devices stated that nowadays the main focus of CA is on software rather than hardware. Although the hardware of e.g. a smart card itself provides some functionality, the 'device' may be realised in software rather than in hardware. In particular in the field of IS services, CAs are designed to run on a PC and therefore, in this particular market segment, the design of CA is even exclusively concentrated on software development.
Software can be adapted and could be designed to do different things at different times. In technological terms, a single CA system that would serve all kinds of reasons simultaneously or at different times is not inconceivable. This may indicate that CA devices are characterised by a functionality which is principally independent of any particular purpose the device may ultimately serve.

        CONDITIONAL  ACCESS  DEVICES

   For the broadcasting sector, a number of conditional access systems currently co-exist in the European market (Viacess (France Telekom), Mediaguard (Seca), Betacrypt (Betaresearch) Among these, a selection of systems such as Mediaguard and Viaccess dominate the market and are used by different service providers throughout Europe. Some of these providers also develop CA devices for the sector of IS services (e.g. Betaresearch).  

            FUNCTIONS  OF  CA  DEVICES

 The  two main functions of CA devices are evident:
- control function
- security function.
As to the control function, CA devices are designed to control access to content or services which are transmitted in an electronic environment and to determine the conditions under which such access is granted.
   The marketing of tangible goods is based upon actual transfer of ownership, intangible information products cannot be transferred in the traditional sense. Consequently, new solutions were needed for 'packaging' information. These had to be designed to allow service providers sufficient control over electronically distributed information and material. Particularly, where new transmission means with broader coverage emerged, such as satellite distribution or the transmission of digitised signals via the World Wide Web, CA is one way of regaining control over the target and means of transmission which are increasingly transcending traditional territorial boundaries. The control that is achieved is not a control over the transmission methods but control over who may access a service/content and under which conditions. This goal can be achieved e.g. by providing only selected persons with the means to access (through the smart cards and encryption key or password).

    Part of the targeting function is also the prior identification of the user of a service, i.e. the person demanding access. The ability to control access to content and services is based on the possibility of establishing direct contact between the user who requests access and the service provider who authorises it. Authorisation necessarily includes identification of the requester. In this function, CA devices can be used to identify the user and establish, on the basis of a prior authorisation request, a personified relationship with the user of the service. This not only enhances the quality and security of the transaction but also allows the usage and the user to be monitored.
    Since access is conditional upon prior authorisation, the controller of a CA device can, of course, also determine the conditions under which access is granted. Where CA devices are used to safeguard a remuneration interest, this condition is the prior payment of a fee. But service providers are free to determine other conditions, such as the provision of personal information or other services in return, certain characteristics of the user of a service (e.g. older than 18, citizen of a particular country etc.), or the acceptance of certain conditions laid down by the service provider (e.g. to receive commercial post or pay a fee to the holders of rights).
     By identifying the potential user and determining the conditions under which a service can be received, service providers manage the relationship with the individual receivers of an electronically transmitted service. One could say therefore more generally that CA enables the management of intangible information products.
    Closely linked to the control function is the security aspect of CA. Since conditional access devices make it possible to deny unauthorised parties access to content or information and communication systems, they can serve various security interests of service providers, not least security of communication and information networks, confidentiality, integrity and availability of data, privacy, protection of intellectual property as well as the security of financial transactions. Conditional access devices, in this context, will be applied either to protect actual content against unauthorised access or use, or to control access to systems and applications.

    Security aspects of CA can play a role in different stages of the transmission of content – they can protect content or service for internal security purposes during the actual process of electronic transmission or in the domain of the service provider but they can also protect e.g. access to ensure the security of services (such as databases) which are in the domain of the service providers.

        BROAD CASTING SERVICES

Analogue satellite broadcasting
Among the group of providers of broadcasting services, first of all, providers of analogue satellite-transmitted broadcasts use CA techniques such as encryption. Given the satellite technical coverage (or footprint) and the increasing transmission capacities, satellite- transmitted channels generally have a broader coverage than is the case e.g. for terrestrial television. Significantly, transmission via satellite is often not restricted to a particular national territory but can be received in all countries of the footprint of the satellite. Satellite broadcasters may be confronted with the need to control the transmission received only in a particular area, for various reasons such as compliance with statutory or contractual obligations. 
Consequently, not only pay-TV providers but also a number of free CA service providers have already implemented CA devices when transmitting their  programmes  via satellite. In Denmark, for example, the Danish public broadcaster DR – was among the first free broadcasting services to implement CA devices. The second Danish public TV channel (DR1) broadcasts in encrypted form via satellite (analogue and digital, see below). No additional remuneration is asked for the provision of services, apart from the usual broadcasting fee. The Danish population was provided with the smart cards free of charge.

 In the case of analogue terrestrial and also cable broadcasting there will be generally less need to encrypt due to the restricted or easier to control transmission techniques.

Digital Broadcasting

One sector, where CA devices can be expected to play a particularly important role is digital broadcasting services. Digital broadcasting services most often use a special encryption system. Since the reception of digital television requires the existence of a set-top box on the consumer side, the step towards implementation of an additional CA system is not far away. Consumers must not even realize  that a service has been encrypted (as long as no remuneration or other services-in-return are required) .
In the sector of digital broadcasting, we can also distinguish between providers of digital terrestrial, cable and satellite. Digital television was first introduced via satellite in a large majority of Member States.  As far as digital terrestrial broadcasting is concerned (DTTV), only a few Member States seem to have started upgrading their network of analogue terrestrial transmitters for enabling digital transmission. For the time being, the market players which are strongly involved in the development of the digital market are rather pay-TV companies than free service providers, because direct financing from subscribers would facilitate return on investment.  However, also providers of non-directly remunerated services start to use CA techniques when providing their services.
  However, in the context of digital broadcasting, a second aspect of CA comes into play – CA systems here are apparently not only used to control transmission but can also serve as means of providing and managing enhanced services, e.g. IS services on the Internet.

     In the analogue broadcasting sector CA devices are particularly used by service providers which use transmission means with a natural broad coverage, notably satellite broadcasting services, which could theoretically be received in more than one country, but where the service provider wants to restrict transmission for various reasons (which will be explained further on) to particular areas or language zones.
   In the case of digital broadcasting services a second aspect, apart from the control function of CA, comes into play, which is the use of CA in the framework of enhanced broadcasting and IS services which are offered from the same digital platform.

  Users of CA devices can be found both in the sector of broadcasting and IS services. Apart from pay-TV providers, presently the number of broadcasters using CA devices seems to be relatively small. The trend is driven in the first place by public broadcasters who change their distribution infrastructure to digital services and defend their competitive position towards providers of remunerated digital broadcasting services. Commercial broadcasters still seem reluctant to implement CA

 devices. Again, this may have to do with the fact, that public broadcasters can usually fully or partly rely upon the general broadcasting fee to finance their investments and services, whereas commercial broadcasters depend entirely on the revenues from advertising and sponsoring contracts. At the moment, electronic access control seems to be detrimental to this objective since, until now, the number of households which are able to receive encrypted or access controlled services is rather limited.
This situation differs to some extent from the situation in the sector of IS services. One particularity of the use of CA devices in this field is the relatively low implementation costs since they mainly consist of software applications. As a result, smaller service providers and service  providers  which do not require direct remuneration, can also more easily afford to implement CA devices. Consequently, the fields where CA devices are also used for non-remuneration reasons are various.
Major fields of application of CA devices are  services  which distribute content by electronic as well as interactive means and one-to-one services and e-commerce applications.

                     SECURITY  ASPECTS

    Especially in IS services, conditional access systems are often used for the protection of privacy and data. Such services do exist in different forms where the protection serves different needs:

Obviously, one of the reasons for the German web based email service GMX to be password protected is, that nobody wants other people to read their emails. Wit h out a conditional access system in use, this service would not be accepted by users and not sustainable as a business model.

    In other services, the conditional access system is used to create trust into the security among users without which the service would also not be sustainable. An example would be auction services on the Internet like eBay or recommendation services like dooyoo.de . Here each user has a unique ID, which is used for rating his reliability, e.g. his delivery speed or the accuracy and usefu l ness of his recommendation. For such services it is essential that this rating system works and creates enough trust to make the service attractive enough to join. As with most IS services on the Internet, these are typically password-protected.
For these services the primary purpose of CA systems is the identification of users in addition to protection against unauthorised access. This aim distinguishes CA protected IS services from CA protection of pay TV and other broadcasters where the main aim is to exclude unauthorised viewers.

   The main reason to employ CA systems in IS services, however, is the pr o tection of privacy and data. E.g., in the IS service domain several networks of different users exist which protect the privacy of their communication over open networks by means of conditional access systems. Extranets between companies are the most obvious example. While most are private networks and not IS service in the strict sense, there does exist a reasonably large   «grey area»:

   For example, a couple of services provide «virtual office space» (e.g., space2go in Germany), where storage space for digital documents on the Internet is provided for wor k groups and mobile workers. The stored data as well as the communication among users is e n crypted as the documents are sent over the Internet. Without the possibility to restrict a c cess, such a service would not provide a sustainable business model.

   In a similar way, conditional access devices are used in the broadcasting sector for business TV, i.e., TV restricted to a certain company or group of companies. While these «programs» are often distributed via open networks – via terrestrial broadcast, satellite or Internet multicast – their content is sufficiently confidential to justify conditional access systems to protect the information from being seen by outsiders.

    The reasons behind this data and privacy protection are a mixture between economic and legal interests. The main economic reason is plainly that a service, which cannot secure privacy and data protection, will have to bear drastic revenue losses and might even eventually go out of business. Compared to this simple story, the legal reasons to employ CA for data and privacy protection are more complicated:

   Where service providers process personal data automatically, national data protection laws may even state the explicit obligation to implement appropriate technical and organisational measures to protect personal data against unauthorised access.            Corresponding provisions can be found, e.g., in Articles 4 and 5 of the ISDN Directive  and in national data protection or telecommunic a tion laws.

    For example, in the health care industry increased use of electronic information networks and services is made. Doctors, major health care purchasers, pharmaceutical industry, governments and insurance companies exchange electronically not only health care related information, including medical data on patients but offer also relevant services such as medical databases. Some Member States already adopted statutory provisions with the aim to ensure that access to medical data may be gained only by health professionals. 

    The need to protect personal data may arise, for example, also where service providers request the input of personal information in the frame of an electronic subscription process, e.g. electronic registration for access to a hosting service. While consumers are subscribing to the service they will feed the system with personal data. In this case, again it is in the responsibility of the service providers to ensure the confidentiality of such data, for example by implementing  encryption techniques.

   A further economic and legal data protection issue is to secure the integrity of information and content. Unauthorised interception of information constitutes a serious threat for the integrity of information or contents where such are exposed to un uthorised manipulation or destruction during the transmission. While unlikely in the material world (e.g. with written communication) with electronic information exchange the correspondents (e.g. service provider and consumer)  may rarely notice that the transmission of information has been intercepted or accessed. 

     CA devices are traditionally one means to ensure the security of information. Encrypting of electronically processed information can be used to prevent unauthorised third parties form learning the content of messages or even altering, manipulating or destroying of contents.  This aspect is also important where service providers choose electronic transmission means for the delivery of purchased products such as software

    While security and integrity of data by means of CA systems is also crucial for financial transactions, this issue is more of importance for services that use CA for remuneration reasons.

    Last but not least, the inner security of a service also plays a role for setting up CA systems. This is primarily an economic reason, as inner security is necessary to ensure the functioning of businesses: Protection might be needed internally against the input of incorrect or conflicting data by personnel, abuse of company owned facilities for personal purposes, manipulation, contamination etc. Consequently, service providers implement security measures against the personnel of the organisation in order to avoid unauthorised exploitation of business facilities, e.g. for personal purposes. By means of passwords, etc. organisations can ensure that access to certain facilities is granted only to authorised collaborators. Access can also be restricted to business times or limited to a certain amount of time or usage.

     Also, there is an interest in protecting internal investment and property against unauthorised access from third parties outside the organisation. This is to prevent unauthorised access, interception, espionage, manipulation in/of contents as well as illegal intrusion of harmful co n tents such as viruses, conflicting data etc. which may threaten single applications and values as well as the availability and functionality of a whole system. In particular, where service providers «go online» the vulnerability of systems to external assaults increases.

     Authorisation, in this situation, can help to prevent assaults when, for example, access to contents or networks and databases is made conditional upon prior identification or the passing of certain security checks by the security administrator (e.g. firewalls, routers, individual access control and identification, access control to dial-up servers etc.) 

     To conclude, a variety of economic and legal considerations make identification, privacy and data protection probably to the most important reason for IS services to employ conditional access systems for non-remuneration purposes. For broadcasting this nece s sity is less pronounced, although there do exist some similar situations (e.g. ensuring integrity of the news broadcasts).

       IMPORTANCE OF USING CA DEVICES

    Using CA devices to meet contractual obligations reduces costs especially for broadcasting service and content providers and allows for better exploitation of copyright-protected material by rightsowners. Moreover, meeting of statutory obligations (e.g. in the field of youth protection) can be essential to ensure the existence of the service.
     For the sector of IS services, CA systems often provide the foundation of several IS services financed by targeted advertising. For users of services, however, the privacy protection is the main reason for agreeing to use CA systems and reveal personal data. Privacy issues are for economic and legal reasons the major incentive for ISS providers to use CA. Whereas targeted services based on digital goods have smaller economic incentive than traditional content providers to exclude users which do not belong to the target group.
    Often, CA devices are used by service providers (pay CA services and free CA services) for more than one reason at the same time.
    Concluding, CA devices where used by providers of broadcasting and IS services possess their own economic value which may range from the profitability to use CA for one particular reason up to ensuring the existence of the service itself. Whereas CA devices are essential to realise and protect that economic value.
     CA devices are also used to restrict access to «free» add-ons to services and contents provided on remuneration basis («bundling»). The strategy of bundling of services is also one example for a situation in which the distinction between the use of CA for remuneration or non-remuneration reasons is increasingly difficult.

  TECHNICAL TRENDS AND FACTORS

A group of technical trends and factors can be identified that influence in one or another way the use of CA devices.
1. Increasing use of wide area open network

2. Better CA devices

3. Standardisation

4. Convergence of transport media

CAS IN FORCASTING

     Currently, several market trends seem to drive the increase of CA use for non-remuneration reasons.
     Increasing use of open wide-area technologies like satellite and Internet requires the implementation of CA in order to protect services and to restrict services to target groups.
    Technical progress in the field of CA systems advances quickly, which makes modern properly used CA systems much more difficult to pirate than older ones. Furthermore, standardisation of CA systems enables low cost CA solutions and this increases CA use. Whereas missing open standards can inhibit the market for CA use.
    Technical progress also makes CA systems cheaper, which may foster a further increase of CA use.
    Convergence of transport media enables new opportunities for CA protected services but also provides technological challenges.
    Increasing copyright awareness will force service and content providers to employ CA solutions to protect rights owners interests.
    Finally, technological development as well as business opportunities from targeting content and services will lead to an increasing use of narrowcasting instead of broadcasting, which requires CA solutions.
   Summarising, the trends identified suggest an increased use of CA devices also for non-remuneration reasons in both the sector of broadcasting and information society services. 

PROBLEMS WITH AND RELATED TO PIRACY

 
1. Piracy of conditional access devices used
      Piracy of services is a very sensitive issue. Consequently, the availability of relevant data is rather limited. Many providers of free CA services claim that they have had no experiences with piracy as yet. We have already mentioned, though, that the use of CA techniques by providers of free CA services is still in its infancy; it is thus not too surprising that not much experience exists with the piracy of such services. Secondly, the piracy of a provider's own devices is still hardly admissible in such a competitive environment. They are therefore reluctant to state whether or not their systems have been pirated. Moreover, since CA devices can serve many purposes simultaneously, it is not always possible to determine what purposes a pirate device is supposed to serve.

2. Forms of pirate activities
    Due to a lack of available information, it is not clear yet what forms of piracy free-service providers may experience. There are no reasons, however, to assume that they would differ considerably from the unlawful activities to which providers of pay CA services are exposed. These are both individual acts of unauthorised circumvention and preparatory activities as already addressed by the CAD (manufacture, import, distribution, possession for commercial purposes, etc.).
    Other possible forms of piracy mentioned by service providers are the use of illicit devices for the unauthorised retransmission of services for commercial purposes, the manipulation or modification of legal devices to decode, and the sale and other forms of distribution (i.e. free) via the Internet of information and services needed to circumvent CA systems.
3. Consequences of pirate activities
     Again, the lack of relevant data makes it impossible to make any firm statements. However, when asked for possible consequences of piracy for their services, providers of free CA services approached expected that the consequences of piracy would be similar to those already experienced by providers of pay services. Particular fears were loss of confidence by content providers and legal repercussions due to the breach of statutory contractual obligations. 

      Loss of confidence by content providers in the security of free CA services could have severe economic consequences for service providers, for example where content providers are unwilling to licence contents to providers of free CA services if the distribution of content does not seem to be sufficiently secure. This again could considerably weaken the negotiating position of providers of non-directly remunerated services. 

     Other possible consequences listed were the time and money required to replace pirated systems (which is, by the way, probably a particular problem in the broadcasting sector), as well as possible financial injury to third parties. Whereas the loss of subscription fees or subscribers naturally is not a concern for free service providers.

 
4. Cross-border aspects of piracy
Only a few operators of free CA services were able to answer questions on the efficiency and enforceability of existing legal protection, as well as on the impact of the absence of such regulations on their national or international activities.
     Other operators, however, indicated that due to the absence or to different levels of protection in other countries, law enforcement in their own country was difficult - either because the national police force lacked the competence to stop illegal activities outside the home country or because infringing activities were not unlawful in the originating foreign country.
     The experiences of providers of pay-TV services have shown that cross-border piracy constitutes a serious problem, particularly where national legislation is unharmonised and offers different levels and scopes of protection.

LEGAL PROTECTION OF CONDITIONAL ACCESS SERVICES

     A few international regulations on the level of EC, WIPO and the Council of Europe deal with the legal protection of technological measures.

RECOMMENDATIONS

    The current distinction of the protection of CA devices under the CAD between remuneration and non-remuneration reasons is difficult to justify and, furthermore, can give reason for several legal uncertainties.

    At the moment, no significant data are available on how the market for services which use CA devices for non-remuneration reasons will develop. However, a number of indicators clearly suggest a tendency towards increased use of CA devices for non-remuneration reasons in both the sector of information society and broadcasting services.

      Also, it is difficult to assess whether and, if so, to what extent such a development will be hindered by a piracy problem similar to that in the pay-TV sector and how far existing national laws are capable of dealing adequately with such cases.

      Apparently, there is no immediate piracy problem which would threaten to seriously hamper the development of CA use for non-remuneration reasons. Therefore,  there does not seem to be direct need for action. However,  clear   trends, based on the    research and the outcome of the survey seem to suggest that developments will take a similar course as this was the case with pay-TV.

     Therefore, the issue of protection of the use of CA for non-remuneration reasons could be treated as part of the general review of the CAD (Article 7 of the CAD). This would allow a coherent and systematic analysis of the need for further Community action, bearing in mind the economic value of CA devices where used for non-remuneration reasons and also taking into account possible side-effects of an extension on the Internal Market.

     As the study has revealed, the use and protection of CA for non-remuneration reasons is part of a far broader context of interests involved with various different implications for the Internal Market and the interests of third parties concerned. Presently, it is still too early to assess the possible impact of CA use on the Internal Market. A serious estimation, furthermore, would require an extensive research which goes far beyond the scope of this study.

       A general review of the CAD should take into account the complexity of the issue and take the opportunity for further, more extensive research in order to assess the impact of CA use on the general market structures, competition and the interests of the market players, particularly consumer interests.

     Probably only some of such aspects would fall directly into scope of aspects which are treated by the CAD. Whereas further aspects may fall in the scope of other, already existing EC initiatives, e.g. in the framework of the Standards Directive and the Television Without Frontiers Directive. Part of an general review of the existing legal framework for CA devices could be whether the existing regulations are still adequate or if further initiatives may be needed.

     Research should also pay attention to possible direct and indirect effects of an extension itself on the market, for example on the general decoder market. Initiatives should not lead to a hindrance of either the general decoder market or technical development and encryption research. When envisaging an extension, attention should be paid to this point and also to the definition of «illicit devices» under the CAD.

    Furthermore, the opportunity should be taken to examine how to encourage innovation and further standardisation of CA devices which would enhance the general security of the use of such devices.

     An extensive review would allow to observe development of piracy in this sector and to assess how national judges will deal with future cases concerning the circumvention of CA devices which are used for non-remuneration reasons, and whether the protection under existing national specific and general laws is sufficient. By then, probably the draft Copyright Directive will have been adopted which would allow to also examine to what extent the provisions of Article 6 of the draft Copyright Directive could complete the protection of the use of CA for non-remuneration reasons.

     If the result of such an observation reveals that the use of CA devices for non-remuneration reasons will increase as expected and that the sector will experience considerable problems with piracy, an extension of the Directive could be an appropriate solution to improve the legal situation of free CA services, but also to enhance the general efficiency and practicability of the Directive.

CONCLUSIONS

    Conditional access devices can be – and already are – far more than mere payment systems. Basically based on software devices, they are characterised by their multifunctionality and variability, which is also why service providers find it useful to implement them for a variety of non-remuneration reasons.

     In the broadcasting sector, particularly satellite broadcasters but also all forms of digital broadcasters (terrestrial, cable, satellite) have implemented CA for non-remuneration reasons or are planning to do so in the near future. Presently, particularly public broadcasters as free-of-charge service providers are engaged in the implementation of conditional access devices.

     Whereas in the field of information society services, contractual and legal obligations play a smaller role. The field of information society services is less regulated yet. Furthermore, territorial restrictions do not sit well with the principally borderless environment of the Internet, the most important market platform for information society services. In this sector, the identification and security function of CA plays a leading role for a variety of legal and economic reasons.
    With both, broadcasting and information society services, CA devices often serve more than one reason at the same time. Accordingly, also providers of pay-TV services have implemented CA devices to serve, apart from remuneration interest at the same time non-remuneration reasons.
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