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AN OVERVIEW OF SECURE SHELL

Introduction to Secure Shell

As Internet access becomes increasingly inexpensive and available, it has become a viable replacement for traditional couriers, telephone, and fax, as well as remote dial-up access to a company’s internal computer resources.

One of the biggest challenges in using the Internet to replace more traditional communications is security. In the past, companies have maintained their own modem bank dial-up access to company resources so that critical data wasn’t being transmitted over the public network. Modem banks are expensive to maintain and don’t scale well. In a large company, long distance charges for road warriors alone can make this an expensive solution.

Security Requirements

There are three core security requirements for a remote administrative access technology.

Confidentiality: The transmitted data must not be readable by unauthorized parties on the network. Confidentiality is achieved through encryption.

Integrity: Unauthorized parties must not be able to modify the data without detection. Integrity is achieved by using checksum values, which allow detection of tampering attempts at the receiving end.

Authentication: Both parties of the communication must be able to identify each other reliably, so that no one can masquerade as the other party. Authentication can be implemented by using challenge passwords, for example. However, the strongest authentication is achieved through public-key cryptography and digital signatures. 

Secure Shell is a protocol that provides authentication, encryption and data integrity to secure network communications. Implementations of Secure Shell offer the following capabilities: a secure command-shell, secure file transfer, and remote access to a variety of TCP/IP applications via a secure tunnel. Secure Shell client and server applications are widely available for most popular operating systems.

Secure Shell offers a good solution for the problem of securing data sent over a public network. For example, using Secure Shell and the Internet for securely transferring documents and work products electronically, rather than using a traditional overnight courier can provide a substantial cost saving. Consider that the average shipping rate for a single overnight package is between $15 and $30. The average one month unlimited Internet access account in the U.S. costs about $14 a month and usually offers nationwide dial-up access. Using the Internet with Secure Shell to securely deliver your documents, you could easily recoup the cost of Internet access with just one document transfer.

History of Secure Shell

Secure Shell has seen steady improvement and increased adoption since 1995. The first version of Secure Shell (SSH1) was designed to replace the non-secure UNIX “rcommands” (rlogin, rsh, and rcp). Secure Shell version 2 (SSH2), submitted as an Internet Engineering Task Force (IETF) draft in 1997, addresses some of the more serious vulnerabilities in SSH1 and also provides an improved file transfer solution.

This increasing popularity has been fueled by the broader availability of commercially developed and supported client and server applications for Windows, UNIX and other platforms, and by the efforts of the OpenSSH project to develop an open source implementation.

Functionality of Secure Shell

Secure Shell provides three main capabilities, which open the door for many creative secure solutions.

- Secure command-shell

- Secure file transfer

- Port forwarding

Secure Command Shell

Command shells such as those available in Linux, Unix, Windows, or the familiar DOS prompt provide the ability to execute programs and other commands, usually with character output. A secure command-shell or remote logon allows you to edit files, view the contents of directories and access custom database applications. Systems and network administrators can remotely start batch jobs, start, view or stop services and processes, create user accounts, change permissions to files and directories and more. Anything that can be accomplished at a machine’s command prompt can now be done securely from the road or home.

Port forwarding

Port forwarding is a powerful tool that can provide security to TCP/IP applications including e-mail, sales and customer contact databases, and in-house applications. Port forwarding, sometimes referred to as tunneling, allows data from normally unsecured TCP/IP applications to be secured. After port forwarding has been set up, Secure Shell reroutes traffic from a program (usually a client) and sends it across the encrypted tunnel, then delivers it to a program on the other side (usually a server). Multiple applications can transmit data over a single multiplexed channel, eliminating the need to open additional vulnerable ports on a firewall or router.
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For some applications, a secure remote command shell isn’t sufficient and graphical remote control is necessary. Secure Shell’s port forwarding capabilities can be used to create an encrypted tunnel over which an application can be run. Virtual Network Client, a cross platform GUI remote control application is a good example.

Now we are going to tell about tunneling or port forwarding in detail. The following sections include tunneling over the Internet, Intranet and to the shared resources and we explain how Secure Shell tunneling works: 

Tunneling over the Internet

Conference attendees at public PCs. Travelers using a hotel or airport wireless LAN. Day extenders logging back into work at night. Teleworkers conducting business from home. All of these workers can increase business efficiency by leveraging the public Internet to stay connected. But what are the risks?

Consider a teleworker using the Internet to access e-mail (see figure). When the worker’s client sends mail, messages are relayed to an SMTP server. When the client reads mail, message headers and bodies are downloaded from a POP or IMAP server. Anyone anywhere in this path through the Internet can use a sniffer to capture not only cleartext message bodies, but also e-mail addresses, user names, and passwords.
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Typical Remote Access Security Risks

Armed with this stolen data, a passive attacker can replay original or modified messages, even send them to other destinations. By actively masquerading as a legitimate e-mail client or server, a “man in the middle” (MitM) attacker can intercept and drop messages, or insert new forged messages.

Mail-specific security measures like PGP and S/MIME encrypt and digitally sign message bodies, but leave cleartext message headers. Furthermore, they do nothing to protect the mail server from attack. Mail servers listening to well-known SMTP, POP, and IMAP ports are easily discovered by port scans. Hackers can use an open server to relay spam or tie up the server with denial-of-service (DoS) attacks. By “fingerprinting” the server, they can exploit known vulnerabilities in the server’s operating system or email software. Leaving this mission-critical resource wide open to Internet access is clearly unwise. Tunneling with Secure Shell can help by eliminating open ports, blocking unauthorized users, and ensuring the privacy and integrity of all SMTP, POP, and IMAP traffic exchanged between mail clients and servers.

Tunneling over the Intranet

In the past, companies tended to think about “us” and “them,” using firewalls to establish a secure perimeter between untrusted outsiders and trusted insiders. This view is increasingly giving way to layered perimeters that enforce more granular security at workgroup, system, and user levels. These policies are commonly implemented with operating system access controls – for example, file and printer sharing privileges extended in a Windows NT domain, based on login authentication through the Primary Domain Controller. However, authentication and access control alone are insufficient. Intranet client/server applications that exchange sensitive data – for example, a payroll system – must be protected from insider abuse. Ethernet LANs are a broadcast medium. Any PC on the LAN can capture traffic passively without detection. Using readily available hacker tools, insiders can easily perform MitM attacks on cleartext LAN traffic, modifying and inserting packets. Companies that trust Ethernet LANs need to reexamine this policy when adding wireless LANs (WLANs). WLAN access points are often incorrectly deployed behind the corporate firewall, treating all stations on the WLAN as trusted. Doing so is a blanket invitation to intruders. WLANs based on IEEE 802.11b WiFi broadcast radio signals hundreds of feet in every direction - even beyond the physical premises. Furthermore, WiFi shared key authentication and Wired Equivalent Privacy (WEP) encryption often go unused because they are difficult to administer and have serious flaws. As a result, visitors in the lobby or a “war driver” in the parking lot can easily use freeware like NetStumbler or AirSnort to discover a WLAN. By recording packets with WEPCrack, hackers can break WEP keys and decipher WLAN traffic. At that point, the WLAN becomes vulnerable to the same Ethernet LAN attacks previously discussed. If the wireless access point is inside the firewall, nothing stands between the intruder and the corporate network. Tunneling with Secure Shell can protect corporate Intranet traffic by defeating WLAN exploits like AirSnort, NetStumbler, and WEPCrack, as well as passive eavesdropping and active MitM attacks that can be performed on any unprotected LAN. Furthermore, combining Secure Shell with proper placement of the wireless access point and a single access rule on the corporate firewall can prevent would-be intruders from penetrating the corporate network.

Tunneling To Shared Resources

Today, many companies share networked resources. File shares on UNIX servers are mounted on remote systems using the Network File System (NFS) and SAMBA protocols. Databases like Microsoft Access and SQL Server interface with ODBC drivers to answer queries issued by ODBC clients. Users remotely access Concurrent Versioning System (CVS) source code repositories using terminal emulators and GUI front-ends like WinCVS. Each shared resource is a business asset that must be protected from DoS attacks, loss, malicious modification, and unauthorized access. OS security measures – Windows and UNIX file system read/write privileges, user names, and passwords – control access. However, they do nothing to preserve data privacy and integrity when shares are accessed remotely.

A common example is the corporate teleworker with cable modem Internet access. A teleworker that uses the built-in Client for Microsoft Networks to share files between home and office PCs unwittingly exposes these shares to every neighbor on the same cable passing. Because cable is an “always on” technology, would-be attackers have plenty of time to perform a dictionary attack, discovering share user names and passwords. Thus armed, the attacker can break into shares and servers on the corporate networks that are accessible with the same credentials.

Another resource shared or accessed remotely is the home or office desktop. Screen sharing can be accomplished with remote control software like Symantec pc Anywhere, AT&T Labs VNC, Microsoft NetMeeting, Windows XP Remote Desktop Assistance, and Windows NT/2000 Remote Desktop Protocol (RDP) client, and Terminal Services. Unauthorized remote control has long been a security concern for enterprise administrators. Because these solutions are free/inexpensive and easy to deploy, workers install them for convenience without first addressing the inherent risk to their computers and the network. Secure Shell tunneling can provide strong uniform authentication, access control, and privacy for shared files and desktops. Instead of leaving RDP or VNC ports open for exploit, tunneling multiplexes these non-secure streams onto a single Secure Shell session.
How Secure Shell Tunneling Works

Application streams are tunneled over Secure Shell by forwarding individual TCP ports. In this section, we focus on local port-forwarding: tunnels initiated by the Secure Shell client. This direction is far more common than remote port-forwarding: tunnels initiated by the Secure Shell server. When a local port is forwarded, SecureCRT (the Secure Shell client) listens to a specified TCP port on the local host. VShell (the Secure Shell server) opens a TCP connection to the remote host where the server application is actually running. By convention:

• The localhost refers to the application client's host; remotehost refers to the application server's host. Typically, if localhost is not specified, it defaults to the SecureCRT host. If remotehost is not specified, it defaults to the VShell host.

• The localport refers to the port that the application client sends to and SecureCRT listens to. The remoteport refers to the port that VShell sends to and the application server listens to. In most cases, the localport can be any arbitrary, unused port on the localhost. The remoteport must be the IANAassigned "well-known" listening port for the application being tunneled.
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To use the port-forward, the client application must be reconfigured to connect to localhost:localport instead of remotehost:remoteport. Packets sent  by  the client to localhost:localport  are  intercepted  by  SecureCRT  or  another  SSH  client, 

Local Port Forwarding

encrypted, and tunneled through the Secure Shell connection to Vshell or another SSH server. On receipt, VShell decrypts these packets, relaying them  as  cleartext 

through the TCP connection to the server at remotehost:remoteport. Local port-forwarding for e-mail is illustrated in Figure.
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Traffic in transit between SecureCRT and VShell is cryptographically protected. However, traffic between VShell and the remote host is not. Typically, VShell is located inside the network perimeter, behind a firewall. The firewall is configured to permit Secure Shell, but not the tunneled application protocols (in this example, SMTP, POP, and IMAP). In essence, this configuration relies on the firewall to protect cleartext traffic and inside servers on the trusted LAN. When the LAN cannot be trusted or Intranet servers are at a premium, VShell can run on the same machine as the server application. In this case, there is no need to specify a remote host in the portforward – SecureCRT and VShell interact with client/server applications on each local host. Application packets are protected end-to-end; cleartext is never sent over the network.

Local Port-forwarding to Application on VShell Server

Local port-forwarding is appropriate when SecureCRT is running on the same PC as the client application, initiating outbound TCP connections to the server application. Occasionally, users need to accept TCP connections initiated in the reverse direction by an application on the Secure Shell server-side. This can be accomplished with remote port-forwarding.

Remote port-forwarding may be used if there is a need for applications to connect, through the Secure Shell server, to an application that resides on the Secure Shell client-side. When a remote port is forwarded, SecureCRT (the Secure Shell client) requests that VShell (the Secure Shell server) listen to an arbitrary, unused TCP port on the Secure Shell server. When a connection is requested to this port on the Secure Shell server, the Secure Shell server opens another port to the Secure Shell client to relay the forwarded traffic. Packets received at remotehost:remoteport are intercepted by the Secure Shell server and re-directed to the Secure Shell client at localhost:localport.
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Remote Port forwarding

In this case, forwarded traffic can be seen as “flowing” between some independent client (the application that accesses the reverse-forwarded port), the Secure Shell server (remotehost), the Secure Shell client (localhost), and a destination server (the application that consumes the reverse-forwarded data). Figure illustrates remote port-forwarding to a Telnet server on the localhost. With remote port-forwarding, the server application is typically co-located with SecureCRT. The server can also run on a trusted host near SecureCRT – for example, a SOHO LAN gateway that is remotely administered through Telnet. When configuring remote port-forwards, unique listening ports must be assigned to each SecureCRT. In Figure, VShell can forward Telnet sessions to several different SecureCRTs – provided that each uses a different remote port.

These examples illustrate the broad power and flexibility of Secure Shell tunneling. But it is also important to bear in mind:

• Secure Shell forwards individual TCP connections, but not port ranges. Multi-connection applications like FTP that use ephemeral ports do not lend themselves well to port-forwarding. To transfer files securely over Secure Shell, it is better to use SFTP or SCP protocols, supported by VShell server, SecureFX file transfer client, and the SecureCRT VCP utility.

• Although conceptually possible, standard Secure Shell does not forward UDP datagram services. However, RPC-based UDP protocols like NFS can be tunneled over Secure Shell using freely available extensions like SNFS.

Secure File Transfer

Secure File Transfer Protocol (SFTP) is a subsystem of the Secure Shell protocol. In essence, it is a separate protocol layered over the Secure Shell protocol to handle file transfers. SFTP has several advantages over non-secure FTP. First, SFTP encrypts both the username/password and the data being transferred. Second, it uses the same port as the Secure Shell server, eliminating the need to open another port on the firewall or router. Using SFTP also avoids the network address translation (NAT) issues that can often be a problem with regular FTP. One valuable use of SFTP is to create a secure extranet or fortify a server or servers outside the firewall accessible by remote personnel and/or partners (sometimes referred to as a DMZ or secure extranet).

Using SFTP to create a secure extranet for sharing files and documents with customers and partners balances the need for access with security requirements. Typical uses of a secure extranet include uploading of files and reports, making an archive of data files available for download and providing a secure mechanism for remote administration file oriented tasks. Extranets with business partners have proven to be much more effective for companies than more traditional methods of communication like phone or fax. In fact, SFTP can automate many of these transactions so they take place without human intervention.

A secure extranet is one of the safest ways to make specific data available to customers, partners and remote employees without exposing other critical company information to the public network. Using SFTP on your extranet machines effectively restricts access to authorized users and encrypts usernames, passwords and files sent to or from the DMZ.
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Protocol Basics of Secure Shell

The Secure Shell protocol provides four basic security benefits:

- User Authentication

- Host Authentication

- Data Encryption

- Data Integrity
User Authentication

Authentication, also referred to as user identity, is the means by which a system verifies that access is only given to intended users and denied to anyone else. Many authentication methods are currently used, ranging from familiar typed passwords to more robust security mechanisms. Most Secure Shell implementations include password and public key authentication methods but others (e.g. kerberos, NTLM, and keyboard interactive) are also available. The Secure Shell protocol’s flexibility allows new authentication methods to be incorporated into the system, as they become available.
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Password Authentication

Passwords, in combination with a username, are a popular way to tell another computer that you are who you claim to be. If the username and password given at authentication match the username and password stored on a remote system, you are authenticated and allowed access. Some protocols like FTP and Telnet send usernames and passwords as easily visible ASCII text “in the clear”, allowing anyone with a sniffer program to easily capture them and then gain access to the system.

Secure Shell safeguards against this attack by encrypting all data, including usernames and passwords, before transmission.

Although passwords are convenient, requiring no additional configuration or setup for your users, they are inherently vulnerable in that they can be guessed, and anyone who can guess your password can get into your system. Due to these vulnerabilities, it is recommended that you combine or replace password authentication with another method like public key.

Public Key Authentication

Public key authentication is one of the most secure methods to authenticate using Secure Shell. Public key authentication uses a pair of computer generated keys – one public and one private. Each key is usually between 1024 and 2048 bits in length. Even though you can see it, it is useless unless you have the corresponding private key.

Public-private keys are typically generated using a key generation utility. Both keys in the pair are generated at the same time and, while the two are related, a private key cannot be computed from a corresponding public key. In addition to authentication, keys can also be used to sign data. To access an account on a Secure Shell server, a copy of the client’s public key must be uploaded to the server. When the client connects to the server it proves that it has the secret, or private counterpart to the public key on that server, and access is granted.

The private key never leaves the client machine, and therefore cannot be stolen or guessed like a password can. Usually the private key has a “passphrase” associated with it, so even if the private key is stolen, the attacker must still guess the passphrase in order to gain access. Public key authentication does not trust any information from a client or allow any access until the client can prove it has the “secret” private key.

Agent and Agent Forwarding

[image: image8.png]


Secure Shell Agent is a way to authenticate to multiple Secure Shell servers that recognize your public key without having to re-type your passphrase each time. Additionally, by turning on agent forwarding, you can connect to a network of Secure Shell servers, eliminating the need to compromise the integrity of your private key. 
Notice that the private key only has to exist on the original SSHclient machine and the passphrase only needs to be typed when SSHClient connects to SSHServerA. Without agent forwarding enabled, each Secure Shell machine in the chain (except the last) would have to store a copy of the private key. SSHServerA, when authenticating SSHClient to SSHServerB becomes, in essence, a client and would require a private key to complete the authentication process. Agent support eliminates the need for the passphrase to be typed for each connection in the sequence.

Host Authentication

A host key is used by a server to prove its identity to a client and by a client to verify a “known” host. Host keys are described as persistent (they are changed infrequently) and are asymmetric—much like the public/private key pairs discussed above in the Public key section. If a machine is running only one SSH server, a single host key serves to identify both the machine and the server. If a machine is running multiple SSH servers, it may either have multiple host keys or use a single key for multiple servers. Host authentication guards against the Man-in-the-Middle attack. Host keys are often confused with session keys, which are used in the data encryption process discussed below.

Data Encryption

Encryption, sometimes referred to as privacy, means that your data is protected from disclosure to a would-be attacker “sniffing” or eavesdropping on the wire. Ciphers are the mechanism by which Secure Shell encrypts and decrypts data being sent over the wire. A block cipher is the most common form of symmetric key algorithms (e.g. DES, 3DES, Blowfish, AES, and Twofish).

These operate on a fixed size block of data, use a single, secret, shared key, and generally involve multiple rounds of simple, non-linear functions. The data at this point is “encrypted” and cannot be reversed without the shared key.

When a client establishes a connection with a Secure Shell server, they must agree which cipher they will use to encrypt and decrypt data. The server generally presents a list of the ciphers it supports, and the client then selects the first cipher in its list that matches one in the server’s list.

Session keys are the “shared keys” described above and are randomly generated by both the client and the server during establishment of a connection. Both the client and host use the same session key to encrypt and decrypt data although a different key is used for the send and receive channels. Session keys are generated after host authentication is successfully performed but before user authentication so that usernames and passwords can be sent encrypted. These keys may be replaced at regular intervals (e.g., every one to two hours) during the session and are destroyed at its conclusion.

Data Integrity

Data integrity guarantees that data sent from one end of a transaction arrives unaltered at the other end. Even with Secure Shell encryption, the data being sent over the network could still be vulnerable to someone inserting unwanted data into the data stream Secure Shell version 2 (SSH2) uses Message Authentication Code (MAC) algorithms to greatly improve upon the original Secure Shell’s (SSH1) simple 32-bit CRC data integrity checking method.

Other Benefits

Compression, another feature of the Secure Shell protocol, is performed prior to encryption and can significantly reduce the computational cost of encrypting data. Compression can also noticeably improve the efficiency of a connection and is especially beneficial in file transfers, X11 forwarding and running curses-style programs.

Secure Shell provides helpful output or log messages. These messages can be turned on or off or configured to give varying levels of detail. Log messages can prove very helpful when troubleshooting a problem. For example, if a client were unable to connect to a given server, this log output would be the first place to look to determine the source of the problem.

Secure Shell Software Solutions

VShell server

The VShell Secure Shell server for Windows and UNIX, creates a secure portal to the server's resources and the network. VShell provides a secure alternative to Telnet and FTP. Whether you need to remotely access databases and applications, remotely administer a server or perform web development tasks from the road, VShell command shell, file transfer, and data tunneling services provide secure authentication, encrypted data transfer and data integrity using the open-standard Secure Shell protocol.

SecureCRT

SecureCRT provides an encrypted Secure Shell session to both SSH1 and SSH2 servers. SecureCRT goes far beyond providing basic, secure logon. For local applications using TCP/IP ports, SecureCRT’s port forwarding can reroute data through a single encrypted data channel. Included with SecureCRT is VCP – an scp-like command-line utility, which provides secure file transfer. SecureCRT also supports non-secured telnet for LAN-based connections behind a firewall and serial connections to “talk” directly to devices like routers.

SecureFX

SecureFX lets you choose standard FTP or secure data transfer with SFTP, as well as FTP over an encrypted Secure Shell connection. If your company network, ISP or Web host supports Secure Shell, you can create a fully encrypted file transfer session using SecureFX.

Entunnel

Entunnel enables your organization to secure e-mail, schedules, and other non-secure data with an application that is simple to set up and use providing the strong security of the Secure Shell. Entunnel provides data tunneling services when connected to a Secure Shell server like VShell and offers access to sessions, connections, and configurations directly from the system tray.

Threats Addressed by Secure Shell

Below is a discussion of the threats that Secure Shell is well suited to protect your system against.

Eavesdropping or Password Sniffing

An eavesdropper is a network device, also known as a “sniffer”, which will intercept information being transmitted over the wire. This sniffing takes place without the knowledge of either the client or server and is called passive monitoring. User data including passwords can be stolen this way if you use insecure protocols like telnet and FTP. Because the data in a Secure Shell session is encrypted, it is not vulnerable to this kind of attack and cannot be decrypted by the eavesdropper.

Man-in-the-Middle Attack (MITM)

If the first connection and host key exchange between a client and a particular host is compromised, the MITM attack fools both the client and server into thinking that they are communicating directly with one another when, in fact, an attacker is actually intercepting all traffic between the two as illustrated below:

The client (Bob) initiates a connection with the server (Alice). Unknown to both Bob and Alice, an attacker (Eve) is waiting to intercept their connection negotiation. Eve receives Bob’s request for a connection and authenticates herself as Alice. Eve then initiates a connection with Alice posing as Bob and authenticates herself. Two secure SSH sessions are now in place with Eve reading all of the data being passed between Bob and Alice in clear text.

Secure Shell protects against MITM attacks through server host authentication. Unless the host itself has been compromised, Eve does not have access to the server’s private key and cannot impersonate Alice.
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Insertion and Replay Attacks

Secure Shell’s implementation of Message Authentication Code algorithms prevents the threat of a “replay” or “insertion” attack. In this type of attack, the attacker is not only monitoring your Secure Shell session but is also observing your keystrokes (either physically, as in looking over your shoulder or by monitoring your terminal’s keyboard with software). By comparing what you type with the traffic in the SSH stream, an attacker can deduce the packet containing a particular command (delete all files, for example) and “replay” that command at a particularly inappropriate time during your session.

Need for Policy with Secure Shell

No single piece of software can be a complete security solution. There are factors beyond securing communications through strong authentication and encryption that must be considered. The physical environment and the “human factor” are often overlooked as significant contributing factors to security breaches. The following list provides a suggested starting point for issues and areas of concern that a thorough security policy should address:

• Password and/or passphrase policies are needed so that users don’t select short, weak or guessable passwords. In addition, you should have a policy that states how often a password should be changed, and whether or not passwords can be reused.

• Site security is a critical area that many organizations fail to address adequately. Portable computer users should be provided with security devices such as locking cables and encouraged not to leave these devices unattended, even for a “minute or two”. Physical access to servers, routers, network connections and backup media should be secured and limited only to those personnel who require it.

• Security audits of service providers are an excellent next step after your physical plant is secure and policies and procedure for your organization have been established and implemented. Internet Service Providers (ISP), Application Service Providers (ASP) and data storage vendors generally have robust physical and logical security in place. An audit may reveal deficiencies in their policies and physical plant but will more likely provide your organization with additional ideas to improve your own security plan.

• Backup procedures are generally adopted for servers but often overlooked or ignored for client workstations. Implementing network backup procedures can protect and insure retrieval of valuable data if a client machine is lost, stolen or damaged. Using Secure Shell with the above policies in place will enable you to economically, privately, effectively and safely use public networks like the Internet to do your day-today business communications with remote users or business partners.

Conclusion 

The Secure Shell technology provides you with network security tools that help compliment your system and data security. With Secure Shell, remote connections are encrypted and the administrators can decide which means of authentication they require. Additionally, Secure Shell enables you to create secure remote backups and tunnel other TCP-based traffic. Using Secure Shell ensures that your mission-critical data is safe from eavesdropping while traversing the Internet and the users of the data are strongly authenticated. The SSH2 protocol provides robust security services over TCP transport layer. These include strong, secure authentication methods, data confidentiality, and integrity. Secure Shell products utilize this security layer to provide tools like interactive and scripted command-line access and file transfer capabilities. There is a family of end-user binary products, which are widely used by system and network administrators today. 

SSH Secure Shell Toolkit offers the same robust security functionality to developers designing communications equipment. It allows vendors to implement secure remote management capabilities by integrating the necessary code to the managed system’s firmware. SSH Secure Shell Toolkit contains a SSH2 protocol server component in C source format. Code base has been specifically written for embedded systems, paying close attention to compactness and robustness. SSH has a long track record in providing advanced security solutions to OEMs designing the leading edge communications products. Solutions include IPSec, IKE, X.509, SSL/TLS and Secure Shell (SSH2) protocol stacks. Business model has been tuned for OEMs specifically, including skilled technical support, professional service capabilities, and flexible commercial terms.

Compared to other link, network, and application security measures like IPsec, WEP, and PGP, installing and configuring Secure Shell is relatively quick and easy. By deploying VShell and SecureCRT, companies create a comprehensive general-purpose tunneling platform that can be used to implement a wide variety of security policies, ensuring the privacy, authenticity, and integrity of many different applications. This paper illustrates several common business applications, but the possibilities are endless. Anyone using a client to reach a single TCP port on a single remote server should seriously consider tunneling this application over Secure Shell.
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